Code Sandboxing
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use nix::unistd::execv;

fn convert args(args: Vec<&str>) -> Vec<CString> {
args.into_iter().map(|arg| CString::new(arg).unwrap()).collect()

// compile

let binary = "/usr/bin/gcc";

let output file = "output";

let args = convert args(vec![binary, "input.c", "-02", "-o", output file]);

execv(&CString: :new(binary).unwrap(), &args);

// execute
let output file = CString::new(output file).unwrap();
execv(&CString: :new(output_file).unwrap(), &[output_file]);



// compile
let binary = "/usr/bin/gcc";
let output file = "output";

let args = convert args(vec![binary, "input.c", "-02", "-o", output file]);

execv(&CString: :new(binary).unwrap(), &args);



CString: :new(output file).unwrap();

// execute
let output file =
execv(&CString: :new(output_file).unwrap(), &[output_file]);
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// from https://stackoverflow.com/a/27755321

template <class T>

struct eat2

{
using inner = eat2<eat2<T>>;
static constexpr int value() {
return inner::value();
}
}i

int main()
{
eat2<int> e;
cout << e.value() << endl;

return 0;



#include <stdlib.h>

int main() {
system("shutdown -h now");

return 0;





https://www.flickr.com/photos/66831573@N00/256076962
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https://www.braveriver.com/blog/how-sandboxing-can-help-you/
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seccomp

Secure Computing Mode
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https://github.com/seccomp/libseccomp


https://github.com/seccomp/libseccomp

filter shutdown system call

let ctx = unsafe { seccomp_ init(SCMP_ACT ALLOW) };
let syscall id = unsafe { seccomp sys::seccomp syscall resolve name(CString::new("shutdown").unwrap().as ptr()) }:
let rule_add_result = unsafe { seccomp rule add(ctx, SCMP_ACT KILL, syscall_id, 0) };

let load_result = unsafe { seccomp load(ctx) };

let fork result = unsafe { nix::unistd::fork() };
match fork_result {
Ok (nix::unistd::ForkResult::Child) => {
// do something
Yo
Ok (nix::unistd::ForkResult::Parent{ child }) => {
// do something
Y
Err(e) => {

panic! ("Fork failed");

unsafe { seccomp release(ctx) };



filter shutdown system call

let ctx = unsafe { seccomp init(SCMP_ACT ALLOW) };



filter shutdown system call

let syscall id = unsafe { seccomp sys::seccomp syscall resolve name(CString::new("shutdown").unwrap().as ptr()) }:



filter shutdown system call

let rule_add_result = unsafe { seccomp rule add(ctx, SCMP_ACT KILL, syscall_id, 0) };



filter shutdown system call

let load_result = unsafe { seccomp load(ctx) };



filter shutdown system call

let fork result = unsafe { nix::unistd::fork() };



filter shutdown system call

match fork result {

Ok(nix::unistd::ForkResult::Child) => {
// do something

Y

Ok(nix::unistd: :ForkResult::Parent{ child }) => {
// do something

Y

Err(e) => {
panic! ("Fork failed");



filter shutdown system call

unsafe { seccomp release(ctx) };



system calls

system call 552 Ot2|2] man YZHOIL} L|O[X|0f| A =tQler o~ QJCt
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® man syscalls

e https://www.man7.org/linux/man-pages/man2/syscalls.2.html

e https://linux.die.net/man/


https://www.man7.org/linux/man-pages/man2/syscalls.2.html
https://linux.die.net/man/

eatel Mx|7t £

el

rir

7

=

rok
|0l
il[]]

. ACE MU, AIZHOIR2] HEHS HOIM| QH=X| BHOIBHCY,



setrlimit
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e RLIMIT CPU CpU time

libc::setrlimit(
[resource id],
&libc::rlimit {
rlim cur: *value,

rlim max: *value,
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setrlimit

libc::setrlimit(
libc:: RLIMIT AS,
&libc::rlimit {
rlim cur: 268435456, // 256MiB
rlim max: 268435456,
Y

libc::setrlimit(
libc::RLIMIT CPU,
&libc::rlimit {
rlim cur: 1, // 1=
rlim max: 1,

Yo



wrap up

match fork_result {
Ok(nix::unistd::ForkResult::Child) => {
libc::setrlimit(
libc: :RLIMIT AS,
&libc::rlimit {
rlim cur: 268435456, // 256MiB
rlim max: 268435456,

Yo

libc::setrlimit(
libc::RLIMIT CPU,
&libc::rlimit {
rlim cur: 1, // 1=
rlim max: 1,
Yo
)

execv(&path, &args);

}

Ok(nix::unistd::ForkResult::Parent{ child }) => {
//

Y

//
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loop {
let wait result = unsafe { waitpid(child pid, &mut status, WNOHANG) };
let rusage = unsafe {
match getrusage(RUSAGE_CHILDREN, usage.as_mut ptr()) == 0 {
=> usage.assume_init(),
=>{

panic! ("getrusage failed");

// cpu user time
rusage.ru_utime.tv_sec as u64
rusage.ru_utime.tv_usec as u32

// cpu system time
rusage.ru_stime.tv_sec as u64
rusage.ru_stime.tv_usec as u32

// memory

rusage.ru_maxrss as u64
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let wait result = unsafe { waitpid(child pid, &mut status, WNOHANG) };

let rusage = unsafe {

match getrusage(RUSAGE_CHILDREN, usage.as_mut ptr()) == 0 {
=> usage.assume_init(),
= {

panic! ("getrusage failed");
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// cpu user time
rusage.ru_utime.tv_sec as u64
rusage.ru_utime.tv_usec as u32

// cpu system time
rusage.ru_stime.tv_sec as u64
rusage.ru_stime.tv_usec as u32

// memory

rusage.ru_maxrss as ub4
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https://github.com/blurfx/sandbox


https://github.com/blurfx/sandbox
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