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Cookie: webid=76e8d9f8b00b497dbc61a20a23a93916; webid_ts=1690338992849
sandbox-kauth.kakao.com

Referer: https://code.dev.tistory.com/121?q=123

SeoCirew Aoy Brameireiet i SegieSimerretv="115", "Chromium";v="115"

Sec-Ch-Ua-Mobile: ?0




Name

EI ﬁ E Aol-% #1 g :thorize?cl\ent,\d:4000...

& redirect?error_description...

279

step 3. E|AE2| TOP callback sk

ol £E20| 22| Al
kauthollA TOP2 &2 redirect 2 ff
ZXE7| path2t query string A2 7}

(=] — o 5
TAE= A2 el

X Headers Payload
General

Request URL:

Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers

Cache-Control:
Content-Language:
Content-Length:

Date:

Expires:

Location:

Pragma:

Server:

Set-Cookie:
Strict-Transport-Security:
X-Content-Type-Options:
X-Frame-Options:
X-Xss-Protection:

Request Headers
:authority:
:method:

:path:

:scheme:

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:

Cookie:

Tragmea:

Referer:

Sec-Ch-Ua-Mobile:

Preview Response Initiator Timing Cookies

https://www.dev.tistory.com/auth/kakao/redirect?error_description=user%z20authentication%20required.&state=aHRO
D&error=login_required

GET

@302

10.202.70.221:443

unsafe-url

no-cache, no-store, max-age=0, must-revalidate
ko-KR

0

Wed, 26 Jul 2023 02:42:13 GMT

0

https://code.dev.tistory.com/79

no-cache

hide

TSAL=1; Domain=dev.tistory.com; Expires=Thu, 27-Jul-2023 02:42:13 GMT; Path=/; HttpOnly
max-age=0;

nosniff

"allow-from tistory.com"

1

www.dev.tistory.com

GET
/auth/kakao/redirect?error_description=user%20authentication%20required.&state=aHROcHM6Ly9jb2RILmRIdi50aXN|
https
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signeq
gzip, deflate, br

ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

no-cache

__T_=1; TOP-XSRF-TOKEN=d44f7438-a300-4a02-b039-2e11983ad45b; _ T_=1;
_T_ANO=FWO01wNTPHoj6WDX4eviNvZJT+IDVKERFXiOFq4E7h/JCO+RqB55ZWvFFOqnFGk+Ag/qtovzpTBGLrvM408a|
aAKz5cvivKTC5XV13yCX7VYyWeglvVFzHbirfDpGyoyUaoymwOsdtjmbAZgqFP0jdjq0ZBr75WS1qugMznOUAnFwUrT3:
+ubOFvyz98wg5MpZkc9SVIwWGkPcUaD+Z60dAy8tMyXTj94Hhwfgvg==

https://code.dev.tistory.com/

: #e!Chrome";v="115", "Chromium";v="115"




SH =

M yrl2 =& =&

79 HA2E o|Sst= Al ™02,
ZEHoZ 79H AAZO HZ 2tz
StX| 2t step 30l Al O|D]| refererdl path<t
query string 27} Al2IRl FH o2 2,
07| M= refereroll= E0jQl MEO G S.

Name

B 79

[E) authorize?client_id=4000...

[Z redirect?error_description...

B 79
= api

X Headers
General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers

Cache-Control:
Content-Encoding:
Content-Type:

Date:

Expires:

Pragma:

Set-Cookie:
Strict-Transport-Security:
T_userid:
Transfer-Encoding:

Vary:

Vary:

Vary:

Vary:
X-Content-Type-Options:
X-Xss-Protection:

Request Headers

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:
Connection:
Cookie:

Referer:

PN

Sec-Ch-Ua-Mobile:

Preview

Response Initiator ~ Timing  Cookies

https://code.dev.tistory.com/79
GET

@200

10.202.148.173:443

unsafe-url

Raw

no-cache, no-store, max-age=0, must-revalidate
gzip

text/html;charset=UTF-8

Wed, 26 Jul 2023 02:42:13 GMT

0

no-cache
REACTION_GUEST=9ae39bab1d67fe4ebac075badc75bdecc1151562
max-age=31536000 ; includeSubDomains
8d85a98aeba2af3603f8b75006aa9d46be227a1d
chunked

Accept-Encoding
Access-Control-Request-Headers
Access-Control-Request-Method

Origin

nosniff

1; mode=block

Raw

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif image/webp,image/apng,*/*;q=0.8,applic]
gzip, deflate, br

ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

no-cache

keep-alive
_T_ANO=FWO01wNTPHoj6WDX4eVviNvZJT+IDVKERFXi0OFq4E7h/JCO+RqB55ZWVvFFOgnFGk+Ag/qtovzpTB!
aAKz5cvIvVKTC5XV13yCX7VYyWe6gIvWFzHbirfDpGyoyUaoymwOsdtjmbAZgqFP0jdjq0ZBr75WS1qugMzn9
+ubOFvyz98wg5MpZkc9SfVIwWWGkPcUaD+Z60dAy8tMyXTj94Hhwfgvg==; TSAL=1

code.dev.tistory.com

s

https://code.dev.tistory.com/

Chrome";v="115", "Chromium";v="115"
20
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step 0. Z| = A&

query stringO| refererol| & ==X

I F7] s M Es| MY,
ottt ol&ZIX| 2 o AtEfol| A O}

2 FI= 25 AA.

&tols
ZE7HX]

& brunch.co.kr/?q=123




Name Type

=] brunch.co.kr document / Redirect

=] kakao?url=https%3A%2F%2Fbrunch.... document / Redirect
[Z] authorize?client_id=e0201caea90cafb... document / Redirect
=] kakao?error_description=NOT_CONN... document / Redirect

=] brunch.co.kr document




JdH22 X520 s B
referer®l| = query string

0

|II-
=

X Headers Preview
General

Request URL:
Request Method:

Content-Length:

Date:

Location:

Set-Cookie:

Set-Cookie:
Strict-Transport-Security:

Request Headers

:authority:
:method:
:path:
:scheme:
Accept:

Accept-Encoding:
Accept-Language:
Cache-Control:
Dnt:

G

Referer:

S AL s

Sec-Ch-Ua-Mobile:

Response Initiator  Timing  Cookies

https://brunch.co.kr/
GET

@302
211.249.249.13:443
unsafe-url

0

Wed, 26 Jul 2023 04:42:26 GMT
/auth/kakao?url=https %3A%2F %2Fbrunch.co.kr%2F&auto_login=true

b_s_a_|=1; Domain=.brunch.co.kr; Expires=Thu, 27-Jul-2023 04:42:26 GMT; Path=/; Secure; HttpOnly
bid=""; Domain=.brunch.co.kr; Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/; Secure
max-age=15724800; includeSubDomains

brunch.co.kr

GET

/7

https
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

gzip, deflate, br

ko-KR,ko;q=0.9,en-US;g=0.8,en;q=0.7 ja;q=0.6

no-cache

https://brunch.co.kr/?q=123
iAot Rennalinti00l tBaagla Chrome";v="115", "Chromium";v="115"

?0




HAE &

step 2. E& X|2| auth
api= redirect

Al
o .

Name

= brunch.co.kr

= kakao?url=https%3A%2F %2F...
) authorize?client_id=e0201caea...

=) kakao?error_description=NOT_...

= brunch.co.kr

X Headers
General

Request URL:
Request Method:
Status Code:
Remote Address:

Referrer Policy:

Response Headers

Content-Length:
Date:
Location:

Set-Cookie:

Strict-Transport-Security:

Request Headers

:authority:
:method:
:path:
:scheme:
Accept:

Accept-Encoding:
Accept-Language:
Cache-Control:
Cookie:

Referer:

Sec-Ch-Ua-Mobile:

Payload

Preview Response Initiator Timing Cookies

https://brunch.co.kr/auth/kakao?url=https %3A%2F %2Fbrunch.co.kr%2F&auto_login=true
GET

@302

211.249.249.13:443

unsafe-url

0

Wed, 26 Jul 2023 04:42:26 GMT

https://kauth.kakao.com/oauth/authorize?
client_id=e0201caea90cafbb237e250f63a519b5&response_type=code&auto_login=true&redirect_uri=https%3A%2F
o.kr%2Fcallback%2Fauth%2Fkakao&scope=_&state=aHROcHM6LySicnVuY2guY28ua3lv&grant_type=authorization_c]
bid=""; Domain=.brunch.co.kr; Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/; Secure

max-age=15724800; includeSubDomains

brunch.co.kr

GET
/auth/kakao?url=https %3A%2F %2Fbrunch.co.kr%2F&auto_login=true
https
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signg
exchange;v=b3;q=0.7

gzip, deflate, br

ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7,ja;q=0.6

no-cache

b_s_a_I|=1

1

https://brunch.co.kr/?q=123

Mobii)Brardinslgfini@eegieiChrome";v="115", "Chromium";v="115"
?0




A E AL; :! Name X Headers Payload Preview Response Initiator Timing Cookies
—

—_—O0

) brunch.co.kr Request URL: https://kauth.kakao.com/oauth/authorize?client_id=e0201caea90cafbb237e250f63a519b5&response_type=code&auto_login=trug
[E) kakao?url=https %3A%2F %2F... direct_uri=https %3A%2F %2Fbrunch.co.kr%2Fcallback%2Fauth%2Fkakao&scope=&state=aHROcHM6LySicnVuY2guY28ua3Iv&

B authorize?client_id=e0201caea... _type=authorization_code

. R t Method: GET
step 3. kauth2 212 2 B s oo -

[ brunch.co.kr
Remote Address: 27.0.237.15:443

Referrer Policy: unsafe-url

. XA
O 7 | 77|-X| -1 <5I C)I- . Response Headers Raw
_Tj_l.?l:l O | EP% O-” E j_ EH E LIEII- % 7] |. ’? Access-Control-Allow- Authorization, KA, Origin, X-Requested-With, Content-Type, Accept

Headers:

Access-Control-Allow- GET, POST, OPTIONS

Methods:

Access-Control-Allow-Origin:  *

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Connection: keep-alive

Content-Length: o]

Date: Wed, 26 Jul 2023 04:42:26 GMT

Expires: 0

Kakao: REUS

Location: https://brunch.co.kr/callback/auth/kakao?
error_description=NOT_CONNECTED_USER&state=aHROcHM6Ly9icnVuY2guY28ua3lv&error=auto_login

Pragma: no-cache

Referrer-Policy: strict-origin-when-cross-origin

X-Content-Type-Options: nosniff

X-Frame-Options: DENY

X-Xss-Protection: 1; mode=block

Request Headers Raw

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7,ja;q=0.6

Cache-Control: no-cache

Connection: keep-alive

Dnt: 1

Host: kauth.kakao.com

e sl

5/162 requests | 149 kB /9.6 MB | Referer: https://brunch.co.kr/?q=123




Name X Headers Payload Preview Response Initiator Timing Cookies

[E brunch.co.kr General
[ kakao?url=https%3A%2F %2F...

=) authorize?client_id=e0201caea...

Request URL: https://brunch.co.kr/callback/auth/kakao?error_description=NOT_CONNECTED_USER&state=aHROc|
or=auto_login
B kakao?error_description=NOT_... Request Method: GET

[ brunch.co.kr Status Code: @302

7'( N 0 Remote Address: 211.249.249.13:443
|- t |- | |§ q U e ry St rl n g I Referrer Policy: unsafe-url
EI- O |-9A E’l‘ l l

step 4. E & X| callback

Response Headers

Content-Language: ko-KR Z

Content-Length: 0]

Date: Wed, 26 Jul 2023 04:42:26 GMT

Location: https://brunch.co.kr/

Set-Cookie: bid=""; Domain=.brunch.co.kr; Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/; Secure
Strict-Transport-Security: max-age=15724800; includeSubDomains

Request Headers

:authority: brunch.co.kr

:method: GET

:path: /callback/auth/kakao?error_description=NOT_CONNECTED_USER&state=aHROcHM6Ly9icnVuY2gu

:scheme: https

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif image/webp,image/apng,*/*;q=0.8,a
exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;g=0.9,en-US;g=0.8,en;q=0.7,ja;q=0.6

Cache-Control: no-cache

Cookie:

https://brunch.co.kr/?2q=123

i <Chrome";v="115", "Chromium";v="115"
Sec-Ch-Ua-Mobile: 20




A= OpX|27HX] = =X referer
MY I} query stringZ7tX| 5X| 5o
QEO H ELHS.

Name

[ brunch.co.kr

) kakao?url=https%3A%2F%2F...
[E authorize?client_id=e0201caea...

) kakao?error_description=NOT_...

& brunch.co.kr

X Headers

General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers

Content-Language:
Content-Type:
Date:

Strict-Transport-Security:

Request Headers
:authority:
:method:

:path:
:scheme:
Accept:

Accept-Encoding:
Accept-Language:
Cache-Control:
Cookie:

Sec-Ch-Ua-Mobile:

Preview

Response Initiator  Timing  Cookies

https://brunch.co.kr/
GET

@200
211.249.249.13:443
unsafe-url

ko-KR

text/html;charset=utf-8

Wed, 26 Jul 2023 04:42:26 GMT
max-age=15724800; includeSubDomains

brunch.co.kr

GET

/

https
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,i
exchange;v=b3;q=0.7

gzip, deflate, br
ko-KR,ko;g=0.9,en-US;q=0.8,en;q=0.7,ja;q=0.6
no-cache

bis a‘l=1

1

i

https://brunch.co.kr/?q=123

MAL_ AN L moon e

Chrome";v="115", "Chromium";v="115"

G e

20
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E|AE A& #3
step 1. CIE AHAI S 2E

Name X Headers Preview Response Initiator Timing  Cookies

B 79 General

- ==
(& authorizedclient 10=2000d... Request URL: https://code.yuni.dev.tistory.com/79

[Z) test?error_description=us... Request Method: GET

ERE) Status Code: @302
B api Remote Address: 127.0.0.1:443

Referrer Policy: unsafe-url

Response Headers (14)
Request Headers ~ ) Raw

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp
exchange;v=b3;g9=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;g=0.9,en-US;g=0.8,en;q=0.7

Cache-Control: no-cache

Connection: keep-alive

Host: code.yuni.dev.tistory.com

CTSgiie. o oaohio

Referer: https://code.yuni.dev.tistory.com/121?7g=123
Sec=Bheidas MobiiyBrandipmliffinlfeegiefmensslmslédd’ "Chromium";v="115"

Sec-Ch-Ua-Mobile:




B[ AE AME #3
step 2. kauthZ 212 23

Name X Headers Payload Preview Response |Initiator Timing Cookies

B 79 General
B authorize?client_id=4000d...

[Z) test?error_description=us...

Request URL: https://sandbox-kauth.kakao.com/oauth/authorize?client_id=4000dedcb73719ace3]
yuni.dev.tistory.com%2Ftest&response_type=code&prompt=none&state=aHROcHM{

B EOMTOdJTg==

B api Request Method: GET

Status Code: @ 302 Found

Remote Address: 121.53.217.36:443

Referrer Policy: unsafe-url

Response Headers (15)
Request Headers

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif image/webp,imagq
exchange;v=b3;gq=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

Cache-Control: no-cache

Connection: keep-alive
sandbox-kauth.kakao.com

Referer: https://code.yuni.dev.tistory.com/121?g=123

Can b Lia. uMAHA}DW‘.‘A"ju_"nn"v YA aanla Cheama RONEEY: 8 “Chromium";v:"115"

Sec-Ch-Ua-Mobile: 20




Bl AE &M% #3

step 3. /test callback

Name

B 79

[E authorize?client_id=4000d...

[ test?error_description=us...

B 79
= api

Headers  Payload

General

Request URL:

Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers (15)

Request Headers

Accept:

Accept-Encoding:
Accept-Language:
Cache-Control:
Connection:

Host:

TTRgia.

Referer:

Sec-Ch-Ua-Mobile:

Preview Response Initiator ~Timing Cookies

https://code.yuni.dev.tistory.com/test?error_description=user%20authentication%2
Rpc3RvenkuY29tlLzc5fEFVVEOIMTOdJTg%3D%3D&error=login_required

GET

@302

127.0.0.1:443

unsafe-url

Raw

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,imag
exchange;v=b3;q=0.7

gzip, deflate, br

ko-KR,ko;g=0.9,en-US;q=0.8,en;q=0.7

no-cache

keep-alive

code.yuni.dev.tistory.com

https://code.yuni.dev.tistory.com/121?9=123

Ibled it Danndlia pemliteSY ) "Chromium";v="115"

S

20




Name X Headers Preview Response Initiator Timing Cookies

= 79 General
[Z authorize?client_id=4000d...

Request URL: https://code.yuni.dev.tistory.com/79
[Z] test?error_description=us... Request Method: GET

B9 Status Code: @200
B api Remote Address: 127.0.0.1:443

Referrer Policy: unsafe-url

Response Headers (16)
Request Headers (J Raw

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima|
exchange;v=Db3;q=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;g=0.9,en-US;g=0.8,en;q=0.7

Cache-Control: no-cache

Connection: keep-alive

Cookie: TSAL=1
code.yuni.dev.tistory.com

HAL L ZANDY oo i oo LA o AL
i A S

SeegieSaemelmmlddl ", "Chromium®;v="115"
20




Name

879

[Z authorize?client_id=4000d...

[Z] test?error_description=us...

B 79
= api

X Headers Preview
General

Request URL:
Request Method
Status Code:
Remote Address

Accept-Encoding
Accept-Languag
Cache-Control:
Connection:
Cookie:

Sec-Ch-Ua-Mobile:

Response Initiator  Timing  Cookies

https://code.yuni.dev.tistory.com/79

keep-alive
TSAL=1
code.yuni.dev.tistory.com

https://code.yuni.dev.tistory.com/121?q=123

HAL_ 4 ZANDY .o il
A R

20

elpamllddh ", "Chromium";v="115"
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HAE &8 #4
step 1. localZ &st= url 2

Name X Headers Payload Preview Response Initiator Timing Cookies

B 121?2w=321 General

) authorize?cllent_id=4006de Request URL: https://code.yuni.dev.tistory.com/121?2w=321
[Z) test?error_description=user... Request Method: GET
B 1217w=321 Status Code: @302
& api Remote Address: 127.0.0.1:443
Referrer Policy: unsafe-url

Response Headers (14)
Request Headers Raw

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,
Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;g=0.9,en-US;q=0.8,en;q=0.7

Cache-Control: no-cache

Connection: keep-alive

Host: code.yuni.dev.tistory.com

g oo aone

Referer: https://code.dev.tistory.com/121?q=123
Seeabaiden eliid BramsireliORintReanlet p="115", "Chromium";v="115"
Sec-Ch-Ua-Mobile: 20




E|AE AMEF #4
step 2. kauth2 2192 &

Headers Payload Preview Response Initiator  Timing Cookies

B 121?2w=321 General
B authorize?client_id=4000de...

[E) test?error_description=user...

Request URL: https://sandbox-kauth.kakao.com/oauth/authorize?client_id=4000dedcb73719ace:
tory.com%2Ftest&response_type=code&prompt=none&state=aHROcHM6Ly9jb2RlI

B 121?2w=321 SU4=

B api Request Method: GET

Status Code: @ 302 Found

Remote Address: 121.53.217.36:443

Referrer Policy: unsafe-url

Response Headers (15)
Request Headers Raw

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,imagd
Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;g=0.9,en-US;g=0.8,en;q=0.7

Cache-Control: no-cache

Connection: keep-alive

Host: sandbox-kauth.kakao.com

Referer: https://code.dev.tistory.com/121?q=123
2 Saddd) y : wll"115", "Chromium";v="115"
Sec-Ch-Ua-Mobile:




HAE AZ #4

step 3. /test callback

Name

B 1217w=321

uthorize?client_id=4000de...

[ test?error_description=user...

B 121?2w=321
E api

Headers = Payload

General

Request URL:

Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers (15)

Request Headers

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:
Connection:
Cookie:

Sec-Ch-Ua-Mobile:

Preview Response Initiator  Timing Cookies

https://code.yuni.dev.tistory.com/test?error_description=user%20authentication%20rg
uY29tLzEyMT93PTMyMXxBVVRPTE9HSU4 % 3D&error=login_required

GET

@302

127.0.0.1:443

unsafe-url

_JRaw
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/:
gzip, deflate, br

ko-KR,ko;q=0.9,en-US;g=0.8,en;q

no-cache

keep-alive
_T_ANO=X6BWUZRc6z/3ewNkkIFOciHE3BglafzZQUPrdhiZl/s9zrgkdMFdZNO+WerS9lc
8s5BA0jSOkk2iMhOacHIxI2+xUSv7eqWbZvavygjjp 1nMIGZxw94+N6ukfKZsv2PMmc!
P63QAFveTpwV002K+EU7v3879M1a5KSTeUfEd9addwNiSHP8gR5Jx6eWLQ412zhww
code.yuni.dev.tistory.com

https://code.dev.tistory.com/

Seegies€hrome";v="115", "Chromium";v="115"




HAE AZ #4

step 3. /test callback

Name

B 1217w=321

uthorize?client_id=4000de...

[ test?error_description=user...

B 121?2w=321
E api

Headers = Payload

General

Request URL:

Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers (15)

Request Headers
Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:
Connection:
Cookie:

Sec-Ch-Ua-Mobile:

Preview Response Initiator  Timing Cookies

https://code.yuni.dev.tistory.com/test?error_description=user%20authentication%20rg
uY29tLzEyMT93PTMyMXxBVVRPTE9HSU4 % 3D&error=login_required

GET

@302

127.0.0.1:443

unsafe-url

_JRaw
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/:
gzip, deflate, br

ko-KR,ko;q=0.9,en-US;g=0.8,en;q

no-cache

keep-alive
_T_ANO=X6BWUZRc6z/3ewNkkIFOciHE3BglafzZQUPrdhiZl/s9zrgkdMFdZNO+WerS9lc
8s5BA0jSOkk2iMhOacHIxI2+xUSv7eqWbZvavygjjp 1nMIGZxw94+N6ukfKZsv2PMmc!
P63QAFveTpwV002K+EU7v3879M1a5KSTeUfEd9addwNiSHP8gR5Jx6eWLQ412zhww
code.yuni.dev.tistory.com

https://code.dev.tistory.com/

Seegies€hrome";v="115", "Chromium";v="115"




3 121?2w=321

[E authorize?client_id=4000de...
[Z) test?error_description=user...
B 121?2w=321

= api

Headers  Payload

General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers (16)

Request Headers

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:
Connection:
Cookie:

e

Referer:

Sec-Ch-Ua-Mobile:

Preview Response Initiator Timing Cookies

https://code.yuni.dev.tistory.com/121?w=321
GET

@200

127.0.0.1:443

unsafe-url

Raw

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,img
gzip, deflate, br

ko-KR,ko;g=0.9,en-US;q=0.8,en;q=0.7

no-cache

keep-alive
_T_ANO=X6BWUZRc6z/3ewNkkIFOciHE3BqlafzQUPrdhiZl/s9zrqgkdMFdZNO+Wer
8s5BA0jSOkk2iMhOacHIxI2+xUSv7eqWbZvavygjjp1nMIGZxw94+N6ukfKZsv2P
P63QAFveTpwV002K+EU7v3879M1a5KSTeUfEd9addwNiSHP8qR5Jx6eWLQ412z
TSAL=A1

code.yuni.dev.tistory.com

https://code.dev.tistory.com/

Nebit)Bremein=lg@inl@eegiesthrome";v="115", "Chromium";v="115"
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Referrer-Policy

The Referrer-Policy HTTP header controls how much referrer information (sent with the Referer

header) should be included with requests. Aside from the HTTP header, you can set this policy in
HTML.

Header type Response header

Forbidden header name no

Syntax

HTTP

Referrer-Policy: no-referrer

Referrer-Policy: no-referrer-when-downgrade
Referrer-Policy: origin

Referrer-Policy: origin-when-cross—-origin
Referrer-Policy: same-origin

Referrer-Policy: strict-origin

Referrer-Policy: strict-origin-when-cross-origin

Referrer-Policy: unsafe-url




priya}e #1 https://music.example/superArtist123
- #2 https://news.example/fr/search/?q=science&sort=latest

rivate #3 https://health-blog.example/path/sports-injuries/knee
+seFr>15itive P G OXAMPR P e

private #4 https://social-network.example/my-account/johndoe86

+identifying B .5 https://social-network.example/email_verified/
?email=johndoe8é6@gmail.com

seg;‘i;'i?gi . #6 https://cloud-storage.example/625x1710s7 Gtsr/password_reset




Referrer Policy= HE A & &¢&t7}?

— HTTP Header
- HTML
— Javascript



Referrer Policy= HHEH & &&tl?

- HTTP Header

Name

[ dsyun96

[Z PostList.naver?blogld=dsyun96...
[E ExternalWidgetRender.naver?bl...

Preview

X Headers

General

Request URL:
Request Method:
Status Code:
Remote Address:

Referrer Policy:

Response Headers

Alt-Svc:
Cache-Control:
Content-Encoding:
Content-Type:
Date:

Expires:
Referrer-Policy:
Server:
Set-Cookie:

Vary:

Response Initiator ~ Timing

https://blog.naver.com/dsyun96
GET

@ 200 OK
223.130.192.187:443

unsafe-url

h3=":443"; ma=86400

no-cache

gzip

text/html;charset=UTF-8

Sun, 17 Dec 2023 08:28:55 GMT
Thu, 01 Jan 1970 00:00:00 GMT
unsafe-url

nfront

JSESSIONID=EFDB47010F9EFC2448F142D167A2CF76.j

vm1; Path=/; Secure; HttpOnly
Accept-Encoding

Cookies



Referrer Policy= HHEH & &&tl?

)
. {

- HTML N ehdstAle

E oAl [ oozl E VIEW  Q XAIN 2 eERAN O s¥¥ O >

Elements Console Sources Network Performance Memory Application Security Lighthouse Recorder

) 1
tml lang="ko" data-useragent="mozilla/5.0 (macintosh;
chrome/120.0.0.0 safari/537.36" data-platform="macintel">
ad>
<meta charset="utf-8">
<meta name="referrer" conten always"> == $0
<meta name="format-detection" content="telephone=no,address=no,email=no">

intel mac os x 10_15_7) applewebkit/537.36 (khtml, like gecko)

S8 s AR S8 w2 O[DX| OfSfALH X= CHE7|/"7| v 7|2bEA v

Elements Console Sources Network Performance Memory Application Security Lighthouse Recorder N

<html xmlns="http://www.w3.0rg/1999/xhtml" lang="ko" class="hydrated">
v<head profile="http://a9.com/—/spec/opensearch/1.1/">

<meta http-equi ontent-Type" content="text/html;charset=utf-8">
<meta http-equiv="X-UA-Compatible" conten IE=edge">
autocomplete" content="off
referrer" content="always"> $0
<meta name="format-detection" content="telephone=no">




Referrer Policy= HHEH & &&tl?

— Javascript

Eg iREE

If we'd like other websites know only the origin part, not the URL-path, we can set the option:

fetch('https://another.com/page', {

referrerPolicy: "origin-when-cross-origin"

5}




A 0O

Referrer Policy & & M=

1. element 2l (e.g. <img src="..." referrerpolicy="no-referrer—when—downgrade" />)

2. page Bl (HTTP Header, meta tag)
3. B2lRX 7|24t



General

Request URL: https://sandbox-kauth.kakao.com/oauth/authorize?client_id=4000dedcb73719ace32d8bba342395e4&redi
yuni.dev.tistory.com%2Ftest&response_type=code&prompt=noneé&state=aHROcHM6Ly9jb2RILnl1bmkuZG
E9MTOdJTg==

Request Method: GET

Status Code: @ 302 Found

Remote Address: 121.53.217.36:443

Referrer Policy: unsafe-url

Response Headers _JRaw

Access-Control-Allow- Authorization, KA, Origin, X-Requested-With, Content-Type, Accept
Headers:

Access-Control-Allow- GET, POST, OPTIONS

Methods:

Access-Control-Allow-Origin:  *

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Connection: keep-alive

Content-Length: 0]

Date: Wed, 26 Jul 2023 06:07:54 GMT

Expires: 0]

Kakao: Talk

Location: https://code.yuni.dev.tistory.com/test?
error_description=user%20authentication%20required.&state=aHROcHM6Ly9jb2RILnl1bmkuZGV2LnRpc3}
dJTg%3D%3Da&error=login_required

I
G

Referrer-Policy:

AT Ry TR
e a a it

X-Frame-Options:
X-Xss-Protection: 1; mode=block




No Data

Origin Only

Full URL

HTTPS -
HTTP

HTTPS -
HTTP

HTTPS -
HTTP

HIRSESAR TRIRS BRI A N

HTTP - HTTP

, HTTPS > HTTPS,

HINIRSESEETRERS SEHIRER
-> HTTP




cross—originO| 2t?

origine scheme(protocol), hostname, porte| =S 2|0
— scheme : https://

— hostname : www.tistory.com

— port : 443

https://yceffort.kr:443 £ 7|Z22 H|RFHS 0,

=0 Q10] Ch=CY.
MEZHQI0| CtECY,
MELZOelo| CHELCE
schemeO| CIECE

port7f CtECk




Qs HEE BE RYOoL
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B & x|o| M referere] query string0| & HUE Ol

brunch — kauth — brunch



B & x|o| M referere] query string0| & HUE Ol

brunch — kauth — brunch

kautholl &St i brunch.kr Ol 2t referer M E 2}
kauthZ} CHA| redirect2 & S HLjof k= brunch.kr O] O|2}A],
full urlg Masgts = UCH



E|AE2|0| M referer| query string0| A E O| &

userblog — kauth — TOP — userblog



E|AE2|0| M referer| query string0| A E O| &

userblog — kauth — TOP — userblog

kautholl & st ulf yun.tistory.com O|2t= referer A 2 2},
kauthZF CHA| redirect2 &3 & 2 U 0F st= www.tistory.com Olcross—origin O|2}A1,
origin 8E ot Ml sEts 4= UL}



E|AE2|0| M referer| query string0| A E O| &

userblog — kauth — TOP — userblog

kautholl & st ulf yun.tistory.com O|2t= referer A 2 2},

kauthZF CHA| redirect2 &3 & 2 U 0F st= www.tistory.com Olcross—origin O|2}A1,
origin 8E ot Ml sEts 4= UL}

userblog — kauth — userblog

O] A= same-—origin 0|22, full urle M 2e+=2 4= 9/t



SHX|2t AlH EE?=

CEREIE LS
daum/naver — brunch — kauth — brunch

E|AEZ|e] AR
daum/naver — userblog — kauth — TOP — userblog



SHX|EH A% E2PE

CEREIE LS
daum/naver — brunch — kauth — brunch

E|AEZ|e] AR
daum/naver — userblog — kauth — TOP — userblog

kautholl S0 2= & 2| referer 2= daum/naver 0|2 &,
2= cross—origin 0] =l C}.
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N HizAsz)

VIEW O[O|X|  X|&liN QIZRM S 28 F2&2  O&EAE Xk

@ brunch.co.kr

HX|AEL|

HUXAER| LI  HUXAER| MY Zp K@ Z2HE - oMo - Yst  2st
IT

AE0| =l= o[op|

- Google Play ios  WAEN



Name X Headers Preview Response Initiator  Timing Cookies

E) rd?m=1&px=209&py=187...
B brunch.co.kr

=) kakao?url=https%3A%2F...
[E authorize?client_id=e0201...

General

Request URL: https://brunch.co.kr/
Request Method: GET

Status Code: @302
211.249.249.13:443
unsafe-url

= kakao?error_description=...
= brunch.co.kr

Remote Address:
Referrer Policy:

Response Headers (6)
Request Headers

:authority: brunch.co.kr

:method:

:path:

:scheme:

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:

SRR

Referer:

Sec-Ch-Ua-Mobile:

GET
/
https

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

gzip, deflate, br

ko-KR,ko;q=0.9,en-US;g=0.8,en;q=0.7

no-cache

https://search.naver.com/search.naver?
where=nexearch&sm=top_hty&fom=08&ie=utf8&query=%EB%B8%8C%EB%9F %B0%EC%B9%98%EC %8A%A4%ED%86%A0%EB%A6%AC

?0




Name X Headers Payload Preview Response Initiator Timing Cookies

=) rd?m=1&px=209&py=187... General

& brunch.co kr Request URL: https://brunch.co.kr/auth/kakao?url=https %3A%2F %2Fbrunch.co.kr%2F&auto_login=true
B kakao?url=https%3A%2F... Request Method: GET

=) authorize?client_id=e0201... Status Code: ®302
[E] kakao?error_description=... ' Remote Address: 211.249.249.13:443
& brunch.co.kr Referrer Policy: unsafe-url

Response Headers (5)
Request Headers

:authority: brunch.co.kr

:method: GET

:path: /auth/kakao?url=https %3A%2F %2Fbrunch.co.kr%2F&auto_login=true

:scheme: https

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;q=0.9,en-US;g=0.8,en;q=0.7

Cache-Control: no-cache

Cookie: b_s_a |=1
https://search.naver.com/search.naver?
where=nexearch&sm=top_hty&fbm=0&ie=utf8&query=%EB%B8%8C %EB%9F %B0%EC %B9%98%EC %8A%A4%ED%86%A0%EB%A6 %AC

O e =T

Sec-Ch-Ua-Mobile:




step 3. kauth2 21°2l X

Name X Headers Payload Preview Response Initiator ~ Timing Cookies
£ rd?m=1&px=209&py=187... General

& brunch.co.kr Request URL: https://kauth.kakao.com/oauth/authorize?client_id=e0201caea90cafbb237e250f63a519b5&response_type=code&auto_login=true&redirect_uri=https%3A%
B kakao?uri=https%3A%2F... h.co.kr%2Fcallback%2Fauth%2Fkakao&scope=_&state=aHROcHM6Ly9icnVuY2guY28ua3iv&grant_type=authorization_code
B authorize?client_id=e0201... Request Method: GET
[E kakao?error_description=... = status Code: @ 302 Found
& brunch.co.kr Remote Address: 203.133.166.32:443
Referrer Policy: unsafe-url

Response Headers (15)
Request Headers Raw

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

Cache-Control: no-cache

Connection: keep-alive

Host: kauth.kakao.com

Referer: https://search.naver.com/search.naver?
where=nexearch&sm=top_hty&fbm=0&ie=utf8&query=%EB%B8%8C%EB%9F %B0%EC%B9%98 % EC%8A%A4%ED%86%A0%EB%A6%AC

oo L T T o i S L e

Sec-Ch-Ua-Mobile: 70




Name
E) rd?m=1&px=209&py=
brunch.co.kr

= kakao?url=https%3A%2F...
[Z] authorize?client_id=e0201...
B kakao?error_description=...

[E brunch.co.kr

Headers  Payload

General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers (6)
Request Headers

:authority:
:method:

:path:

:scheme:

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:
Cookie:

g

Referer:

Sec-Ch-Ua-Mobile:

Preview Response

Initiator

Timing  Cookies

https://brunch.co.kr/callback/auth/kakao?error_description=NOT_CONNECTED_USERG&state=aHROcH

GET

@302
211.249.249.13:443
unsafe-url

brunch.co.kr
GET

/callback/auth/kakao?error_description=NOT_CONNECTED_USER&state=aHROcHM6Ly9icnVuY2guY2

https

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif image/webp,image/apng,*/*;q=0.8,ap

gzip, deflate, br

ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

no-cache
b_s a |=1

https://search.naver.com/

OUECOTg

hrome";v="115", "Chromium";v="115"



Name

E) rd?m=1&px=209&py=187...
= brunch.co.kr

[Z kakao?url=https%3A%2F...
[Z) authorize?client_id=e0201...
=) kakao?error_description:

B brunch.co.kr

Headers = Preview
General

Request URL:
Request Method:
Status Code:
Remote Address:
Referrer Policy:

Response Headers (4)

Request Headers

:method:

:path:

:scheme:

Accept:
Accept-Encoding:
Accept-Language:
Cache-Control:
Cookie:

g

Referer:

Sec-Ch-Ua-Mobile:

Response  Initiator Timing  Cookies

https://brunch.co.kr/
GET

@200
211.249.249.13:443

unsafe-url

brunch.co.kr

GET

/

https
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image
gzip, deflate, br

ko-KR,ko;g=0.9,en-US;q=0.8,en;q=0.7

no-cache

b_s_a_I=1

https://search.nav

% wiggimi@uegte Chrome";v="115", "Chromium";v="115"
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1. kauth & £ Aol Referrer—Policy H14 2
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1. kauth &% FAMofl Referrer—Policy ¥1d Q& SI7| — O{EH AlO|=E0|HI ET} HZAX| 2 E2C}



a8 o|& ofE A sl &slof st=717?

1. kauth &% £ A0l Referrer—Policy 814 Q& sI7| — O AO|=O0|HIEJ| MZAX| 2
2. kauth2 Ats=21°9 @A S H'YH 1ff redirect urioll query string@ 2 A& st
TOPO| A BrofM O E CHA| referer M Eol| M ESHY|

=

rin



a8 o|& ofE A sl &slof st=717?

1. kauth &2 £ Aol Referrer—Policy H14 Q&S| —» O AIO|=0[HIEJ} MZX| R EC}

2. kauth2 Ats20 @& & 29 mff redirect urioll query string2 =2 A& 5t1
TOPOI| A HFOFA] O| 2 CHA| referer M 20| MEISH| —» Jtse Ho=z ol (



E.O.D.

&1 Xtz

https://yceffort.kr/2020/09/referer—and-referrer—policy



