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Proxmox &

Xeon E5 2696 v4 2cpu
256GB ddrd ECC
2TB SSD mirror
10Gbps 4port nic

40Gbpc 2port nic

2.5Gbps 6port
Nvidia P4000 & P2000
Exos 14TB 8ea

2.5Gbps p2p
Connection
for migration

Intel N100
32GB ddr5
1TB SSD mirror

2.5Gbps 5port

X

PROXMOX
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PROXMOX

pve (Uptime: D 00 (Uptir

CPU usage 3.24% of 88 CPU(s| CPU usage 18.68% of 4 CPU(s|
i & = &) @ 10 delay 0.01% " g 2 (=) © 10 delay 247%

= Load average 3.94,3.36,3.36 Load average 0.77,1.30,2.10

== RAM usage 95.76% (241.08 GiB of 251.77 GiB)  KSM sharing 10.81 GiB 7 RAM usage 64.23% (19.97 GiB of 31.10 GiB)  KSM sharing 0B
& / HD space 33.12% (349.40 GiB of 1.03 TiB) & SWAP usage N/A 8 / HD space 0.30% (2.49 GiB of 819.36 GiB) & SWAP usage N/A

CPU(s) 88 x Intel(R) Xeon(R) CPU E5-2696 v4 @ 2.20GHz (2 Sockets) CPU(s) 4 x Intel(R) N100 (1 Socket)
Kernel Version Linux 5.15.107-2-pve (2023-05-10T09:10Z) Kernel Version Linux 6.8.8-1-pve (2024-06-10T11:42Z)
Boot Mode EFI M Boot Mode EFI
Manager Version pve-manager/8.2.4/faa83925c¢9641325 Manager Version pve-manager/8.2.4/faa83925c964 1325
Repository Status Proxmox VE updates € Non production-ready repository enabled! > . Repository Status Proxmox VE updates @) Non production-ready repository enabled! »
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Proxmox
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6.4% of 4 ... 3 days 15:08... 0.3% of 88... nas_dependent
:

0.1%o0of 1 ... 2 days 03:36... 0.0% of 88...

00%of16... 28 days06:2... 0.0% of 88...

6.5%0f 8 ... 28 days 06:2... 0.6% of 88...

01%of2 ... 22 days 06:3... 0.0% of 88. ..

00%of2 ... 28 days 06:3...  0.0% of 88...
0.1%o0f2 ... 28 days 06:3...  0.0% of 88...
0.0%of 8 ... 28 days 06:3...  0.0% of 88...
49%of 8 ... 28 days 06:3... 0.4% of 88...

11%of4 ... 22days13:2... 0.1%of88... nas_dependent
12.0%of2... 2days01:39... 0.3%o0f88... nas_dependent |nte| N1 OO

15%0f2..  28days06:3... 0.0% of 88... BZGB ddrS

0.7%of8... 28days06:2... 0.1%of88... graphic_dependent | nas_dependent
54%0f8 .. 28days062.. 0.5%of88... docker TB SSD mirror

0.9%of4 ... 28 days 06:2... 0.0% of 88... win

. 2.5Gbps 5port

02%o0f8... 28days06:2.. 00%of88.. 120% graphic_dependent
:

dddaadauee9eaeeeand

28%of2 ... 28 days 06:2... 0.1% of 88...
1.7%o0f 2 ... 28 days 06:2...  0.0% of 88...
1.4%of 4 ... 28 days 06:3... 0.1% of 88...
1.3% of 4 ... 28 days 06:3... 0.1% of 88...




\Y /
Proxmox Tt-/& )/\(

PROXMOX

Xeon E5 2696 v4 2cpu

0.0%of1.. 2days0317.. 0.0%of4C...
10G bpS 4p0 rt 05%of1... 28days06:1... 0.1% of4C... docker

122%0f3 ... 3days0200.. 9.2%of4C..
4OGpr 2port 24%0f4 ..  1day02:57:58  2.4%of AC...

2.5Gbps 6por
Nvidia P4000 & P2000
Exos 14TB 8ea

Connection
for migration
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 DDNS

* Reverse proxy

 SSL authentication

* VLAN

e Firewall
VPN
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* pfsense opnsense
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AMTLLEA Byt

— 1 .

« LAN DHCPAIH AH

. DY 1P Y A

Primary Address Pool

Subnet 192.168.80.0/24

Subnet Range 192.168.80.1 - 192.168.80.254

Address Pool Range 192.168.80.100 192.168.80.254

From To

The specified range for this pool must not be within the range configured on any other address pool for this interface.

Additional Pools 4 Add Address Pool

If additional pools of addresses are needed inside of this subnet outside the above range, they may be specified here.




Interface VLAN tag Priority Description Actions
vtnet1 (lan) 100 newsound VLAN
vtnet1 (lan) 80 kube VLAN
| States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
[ @ IPv4 * * * * * none pfB_PRI1_v4 auto rule
o —
[ ] @ IPv4 * K e L e none pfB_TOR_v4 auto rule
[ IPv4 * * 127.0.01 53 * none NAT Redirect DNS
TCP/UDP (DNS)
[ IPv4 * KUBEVLAN 53 * none allow for DNS
TCP/UDP address (DNS)
[ IPv4 * * * * none block to newsound networks



Name

wildcard_cert

nextcloud

Description Account

SSL prod

nextcloudCert

Last renewed

Sat, 01 Jun 2024 03:16:10 +0900
Issued Certificate Dates:

Valid From: Sat, 01 Jun 2024 02:16:07 +0900
Valid Until: Fri, 30 Aug 2024 02:16:06 +0900

Sun, 02 Jun 2024 03:16:09 +0900
Issued Certificate Dates:

Valid From: Sun, 02 Jun 2024 02:16:05 +0900
Valid Until: Sat, 31 Aug 2024 02:16:04 +0900

Renew

v Issue/Renew

v Issue/Renew

Actions




AP L

* Reverse proxy
» backend A7

Edit HAProxy Backend server pool

Server list Table
Mode Name Forwardto Address Port Encrypt(SSL) SSL checks  Weight Actions
n active grafana Address+Port: 192.168.0.15 3000 no no
CA:

Acmecert: O=Let's Encrypt, CN=R3, C=US (CA: Acmecert: O=Internet Security Research Group, CN=ISRG Root X1, C=US) [Server cert]

, Client certificate:
wildcard_cert (CA: Acmecert: O=Let's Encrypt, CN=R3, C=US) [Server cert]

Field explanations:



APaLp e

1

* Reverse proxy
. frontend, backend ¥4

Frontends

Primary Shared On Advanced Name Description Address Type Backend Actions

- XNE  VMserver VMserver 112.171.50.193:44368 https if(plex)
if(grafana)
if(nextcloud

Backends

Advanced Name Servers Frontend

nextcloud 1 VMserver
Plex 1 VMserver

Grafana VMserver




OpenVPN Servers

Interface Protocol / Port Tunnel Network Mode / Crypto Description

WAN TCP4 /1194 192.168.10.0/24 Mode: Remote Access ( SSL/TLS + User Auth ) private
(TUN) Data Ciphers: AES-256-GCM, AES-128-GCM, CHACHA20-POLY1305, AES-256-CBC
Digest: SHA256
D-H Params: 2048 bits

TCP4 /1195 192.168.20.0/24 Mode: Remote Access ( SSL/TLS + User Auth ) newsound
(TUN) Data Ciphers: AES-256-GCM, AES-128-GCM, CHACHA20-POLY1305, AES-256-CBC

Digest: SHA256

D-H Params: 2048 bits
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* LAN + VLAN 2ea > Y&z

VPN server 2ea > 2Z4 ™2 Xt

*NAT > 8 ZE B5F K

« reverse proxy > HSTS &7

» pfBlocker2 Y%l Tor HEZQIE AT |p ME K}

« 1 8port 10Gbps switch + 1 8port 1Gbps switch + 2 AP
« UPS MA|E2 7|2 HYE| O
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C| A3 A0l 7|2

- RAIDOAstripe}

« RAID1 (mirror) : 271
« RAIDS (raidz1) : 5/;
* RAIDG6 (raidz?2) : 6/;
e raidz3 : 97
* spare ready for disk fail

e cache ARC
e log 7| M7 & H|S7| A7|HEH SESHA i E.
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« N ¥ A2 A 7| 5°= HDD= 47|
« HEL2 4/8 > ¥ : 50%

« 2702| disk7} D LIE SE + spare’f HHE 2[AHH
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« 21 vdevOiC} 270 Q| E|AT S| 1% S & + spare= Bl
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1 raidz2 2 raidz2

2 spare no spare
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bbconf

—

dataset

Private

—

)

Proxmox

S S

main (zpool) 56TB

. _faidz2 vdev.___

e e

HDD HDD HDD HDD

4TB_| |_14TB_

. A=

parity parity

spare

spare

spare vdev—_

STTE | | 4TE

 __SLOG vdev—_ )

500GE| | 500GE.

SSD SSD
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» Zf dataset0] Chot 3=7|H 2l snapshot task
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Proxmox backup server
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Proxmox backup server

- 0= VM/CTE S RSt HAS

Backup Group | - i Backup Time i Owner Encrypted Verify State

£ Root Namespace
D ctf200 . AT 2024-07-22 05:04:37
D ct201 . g 2024-07-22 05:07:07
ctf202 . AT 2024-07-22 05:07:50
ctf250 . AT 2024-07-22 05:05:22
ctf299 . AT 2024-07-22 05:07:59
cti300 . g 2024-07-22 05:09:49
cti301 . AT 2024-07-22 051113
vm/100 . AT 2024-07-22 05:00:03
L vm/101 . AT 2024-07-22 05:02:45
L vmi102 - . g 2024-07-22 05:00:01
= vm/105 . g i 2024-07-22 05:01:05
L= vm/106 . AT 2024-07-22 05:02:46
L vm/107 . AT 2024-07-22 05:02:54
Ld vm/108 . Z T 2024-07-22 05:06:13
e vm/112 . AT 2024-07-22 05:06:55

pvebackup... Mo All OK
pvebackup... Mo All OK
pvebackup... Mo All OK
pvebackup... Mo All OK
pvebackup. .. No All OK
pvebackup... Mo All OK
pvebackup... Mo All OK
pvebackup... Mo All OK
pvebackup. .. No All OK
pvebackup... Mo All OK
pvebackup... Mo All OK
pvebackup... No All OK
pvebackup... Mo All OK
pvebackup... No All OK
pvebackup... Mo All OK

5
5
5
5
5
5
5
5
5
5
5
5
5
5
5




Proxmox backup server

- 712 Wt HEE O|0|X|2 VM/CTE MASEALY
EQ BT EE UHEED 52 tEs H2EEL 75
- O] MHHO| AEZ|X| DA| TrueNAS2| dataset

> Snapshot= B 7| |20 A2 #HAHZ AXSIEHEIE 2
NE B HAEIK] 2R 7Hs
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HEA SHGH|?

- Grafana, Prometheus, Graphite, InfluxDB& &£
e 0] WSO A matricHOZ DBY| NS G
gE
e Alert@ 2 41 =2tM3}
- O E & = UGS L CL
- Grafana Dashboard
* + ntopng

rafanaQ| Al A|



https://grafana.vulcan.site/d/lddZaVA4z/main?orgId=3&refresh=10s

~ Proxmox - pve

Server CPU

3.06%

v Proxmox - pveN100

Server CPU

16.63

e pshe WU

v PVE - sensor

coretemp-isa-0000 - package_id_0

' |1
TN | iy

23:30 23:40 23:50

== Sensors.mean

coretemp-isa-0000 - nvme-pci-0100

39°C
LT AN N N AT LWL MA
38°C - -
37°C
23:30 23:40 23:50

== sensors.mean

v APC BX1600MI

Battery Charge

50
/ i
S/
o

VA

00:00

00:00

0oy

Logical Cores

88

Load Avg (1m)

| 2.64

Logical Cores

il

Load Avg (1m)

1.81

TN
00:10 00:20 00:30 00:40
WU A A PRI A AN ML
00:10 00:20 00:30 00:40
UPS Runtime

Total Memory

252 GiB

Memory in Use

Total Memory

3118

Memory in Use C

19.95cis

00:50

01:00

1N [T}

00:50 01:00

143 mins

Battery Voltage

2

6.9v

01:10

AW AALLUTLY

01:10

01:20

01:20

Swap Total 1/0 Wait

Os

Host Uptime

31d 07:00:18

Swap Total 1/0 Wait

Os

Host Uptime

0.01%

2.37%

31d 06:40:02

01:30 01:40 01:50 02:00
308°C  30.9°C
| |
WY VL AM AALA VLA LY
01:30 01:40 01:50 02:00
383°C  385°C

Current UPS Load

269 w

Estimated Yearly Usage

02:10

325°C

02:2¢

301°C

|
LIV g

02:10

39.2°C

02:2¢

37.2°C

Host CPU usage

: 6.00
- [\ -~
3 9 [\ 8
3 500% | / ; | - - 400 2
> AR v. D e ey greg i A 7 S A pr A e b o) s

0.00% 2.00
23:30 23:40 pRE) 00:00 00:10 00:20 00:30 00:40 00:50 01:00 01:10 01:20 01:30 01:40 01:50 02:00 02:10 02:20
== cpu {host="pve", object="nodes"} 3.05%

n Moz

== wait fhnet-"nua® nhiart-"nndac"l

Host CPU usage

100.00%
€
@
S  50.00%
& £\
o NP W P L o T e SR
0.00% —_—
23:30 23:40 23:50 00:00 00:10 00:20 00:30 00:40 00:50  01:00 01:10 01:20 0130 0140 0150 02:00 0210  02:20
== cpu {host="pveN100", object="nodes"} 12.95%
= wait fhact="ruaN1NN® nhiact-"nndac"l 2 27%
coretemp-isa-0001 - package_id_1
34°C |
| e oAl i A 1 T A :
Ay J ‘_'n.m. A [ W M VY Y TSN P S
32°C '
23:30 23:40 23:50 00:00 00:10 00:20 00:30 00:40 00:50 01:00 01%:10 01:20 01:30 01:40 01:50 02:00 02:10 02:2(
? Mea ast * Max Min
= sensors.mean 32.8°C 330°C 354°C 321°C
coretemp-isa-0001 - nvme-pci-0200
39°C 1|1
i St
| e 1 | | | | o LYY '] VW | || LA A
38°C VWOV W W UNA UYWL W W ] WU W WL f [ Ll
[ 1 | |
37°C
23:30 23:40 23:50 00:00 00:10 00:20 00:30 00:40 00:50 01:00 01:10 01:20 01:30 01:40 01:50 02:00 02:10 02:2¢
== sensors.mean 38.2°C 38.2°C 39.2°C 372°C

UPSLoad % C

40%
£ MWWMAW.vaw*www%“WNWMJJ\WMMW»M‘MWMwWWMMWWMNWW‘%MWWMWWWMHMM:/MW
S
S 20%
g
2

0%

04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00

= UPSLoad Mean:30.7% Max: 38.5% Min: 29%




~ pfSsense
cPU

100%

75%

50%

25%
A ke "

23:30 00:00

Sodoidad Al e

00:30

0%

23:45 00:15 00:45 01:00

IP - Blocked Packet Stats

Blocked Inbound

Blocked Outbound

46

L T T T Ll
WAN Traffic - vtnetO (Bytes/sec)
16.78 MB/s
1.05 MB/s : M
65.54 kB/s m Hl!
410 kB/s l

23:30 23:45 00:00

00:15  00:30 00:45  01:00 0115 01:30 0145  02:00 02:15 theto - an Sent 326.46 kb/s
Name Mean Last* A Min -

== vinetO - Bytes_Recv 752.52kBfs 222.60kB/s 10.29 MB/s 5.24 kB/s

== ytnetO - Bytes_Sent 40.81kB/s 14.67 kB/s 111 MB/s 3.50 kBfs

LAN Traffic - vtnet1 (Bytes/sec)

= gt "
e IO i

23:30 23:45 00:00

01:15

ol
A P A o A Al b ‘ll..w i M W ‘JHI It

R I

871

Ram
Name Mear Last * Max 100%
= cpul 5% 6% 59% 5%
- cpul 4% 6% 60%
- cpu2 5% 7% 58% 50% .
25%
0%
01:30 01:45 02:00 02:15 23:30 23:45 00:00
IP - Src/Dst Blocked Geo
Layer 0
<10
10+
100+
1000+
WAN Traffic - vtnetO (Bits/sec) WAN vtnet0
= vtnetO - Bytes_Recv - This Month
vtnetO - Bits_Recv 6.02 Mb/s y

LAN Traffic - vtnet1 (Bits/sec)

vinet1 - Bits_Recv

00:15 00:30 00:45 01:00 01:15 01:30 01:45 02:00 02:15
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+ HAProxy - Frontend
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~ HAProxy - Backend
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NextCloud

Mount: /mnt/NextCloud
Filesystem: cifs

37|: 19.82 TB
Available: 19.52 TB
Used: 2% (304.77 GB)
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