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e FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard
o FIPS 204, Module-Lattice-Based Digital Signature Standard
e FIPS 205, Stateless Hash-Based Digital Signature Standard
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e FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard
o FIPS 204, Module-Lattice-Based Digital Signature Standard
e FIPS 205, Stateless Hash-Based Digital Signature Standard

n q k ny mn, d, d, required RBG strength (bits)
ML-KEM-512 256 3329 2 3 2 10 4 128
ML-KEM-768 256 3329 3 2 2 10 4 192
ML-KEM-1024 256 3329 4 2 2 11 5§ 256

Table 2. Approved parameter sets for ML-KEM
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Table 1: ECDSA Security Parameters

Bit length of n | Comparable Security
(1.e.len(n)) Strength

224 - 255 approximately len(n)/2;
at least 112 bits

256 - 383 approximately len(n)/2;
at least 128 bits

384 - 511 approximately len(n)/2;
at least 192 bits

> 512 approximately len(n)/2;
at least 256 bits
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Table 1. Summary of our attacks on various ciphers.

Cipher (Rounds) Key bits Best Previous Attack Our Attack
Data Type Time Data Type Time
2K-DES (00) 96 2~ KpP2*® 2°¢  KP )
2K-DES (00) 96 232  KP 2% ol ©) 206l 0k o
4K-Feistel (00) 192 — - — % KP g3
4K-Feistel (00) 192 — - =" EPYE S
4K-DES* (00) 192 — - — ol )2y I8k
Brown-Seberry-DES*  (o0) 56 — —— 128 CP/CCQ 2"
DESX (16) H 2= gp 'gr=tun  gEts mp g
DESX (16) Isa gh gp2TEEm  giis gh 285
Even-Mansour (—) on 2%2 @pg3 or/iZ KP /2
GOST® (20) 256 — - — 2% KP 0
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The three parameter sets included in Table 2 were designed to meet certain security strength
categories defined by NIST in its original Call for Proposals [4, 18]. These security strength
categories are explained further in Appendix A.

Using this approach, Eecurity strength is not described by a single number] such as “128 bits of
security.” Instead, each ML-KEM parameter set 1s claimed to be at least as secure as a generic

= At otLt=2 2o Retlh
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1. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than
those required for key search on a block cipher with a 128-bit key (e.g. AES128)

2. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than
those required for collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

3. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than
those required for key search on a block cipher with a 192-bit key (e.g. AES192)

4. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than
those required for collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

5. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than
those required for key search on a block cipher with a 256-bit key (e.g. AES 256)
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ECDSA signing/verification time (shorter is better)
M sign (us) [ verify (us)

k256

libsecp256k1

L
o
S

rust-secp256k1

0 100 200 300

https://qithub.com/tarcieri/rust-secp256k1-ecdsa-bench



https://www.google.com/url?q=https://github.com/tarcieri/rust-secp256k1-ecdsa-bench&sa=D&source=editors&ust=1768705245434322&usg=AOvVaw3RQUNu6eMgxgwaIvKRDml5

PQC I X| 0t - Winternitz Signature

M-onulush hashbi32v12

/ asconhashabi3
Mlbhotonbeetlehash256rate32vl J eschafiva esch256v2

81920
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73728
69632
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65536

61440

57344 asconhashvi2

53248
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45056
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“Sasconhashavi12

36864

32768 asconxofavi2
28672
——

— T shast2

24576

20480
'shake128
16384
12288
~——sha256

0 128 256 384 512 640 768 896 1024 1152 1280 1408 1536 1664 1792 1920 2048 2176 2304 2432 2560 2688 2816 2944 3072 3200 3328 3456 3584 3712 3840 3968 4096
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- SHA256: ~2 cycle/byte

- 128byte Winternitz Signature with SHA256
KeyGen: ~2x256%x256 = 131072 cycle
Signing: ~2x256%128 = 65536 cycle on avg
Verification: ~2x256x128 = 65536 cycle on avg

https://bench.cr.yp.to/graph/aarch64-pi5-hash-nistiwc.pdf



https://www.google.com/url?q=https://bench.cr.yp.to/graph/aarch64-pi5-hash-nistlwc.pdf&sa=D&source=editors&ust=1768705245828041&usg=AOvVaw2GtUv8UBGNO2y5ePIyR5Ud
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Cycle counts for an optimized implementation using platform—specific assembly running on an
Intel Raptor Lake CPU:

parameter set keygen signing verifying
NIST - | 43.3 megacycles 101.6 megacycles 5.1 megacycles
NIST - 1Nl 134.0 megacycles 309.2 megacycles 18.6 megacycles
NIST - V 212.0 megacycles 507.5 megacycles 35.7 megacycles

https://sqisign.org/



https://www.google.com/url?q=https://sqisign.org/&sa=D&source=editors&ust=1768705245832655&usg=AOvVaw2fbB6h4heqT5dQP9AsR6DM
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Cycle counts for an optimized implementation using platform—specific assembly running on an
Inte| Raptor Lake CPU:

parameter set keygen signing verifying
NIST - | 43.3 megacycles 101.6 megacycles 5.1 megacycles
NIST - 1l 134.0 megacycles 309.2 megacycles 18.6 megacycles
NIST - V 212.0 megacycles 507.5 megacycles 35.7 megacycles

Short-Quarternion-lsogeny Signature

https://sqisign.org/



https://www.google.com/url?q=https://sqisign.org/&sa=D&source=editors&ust=1768705245927275&usg=AOvVaw0Hw43bF2BZIm1nvFjhV8aO
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Avg Cycle Ratio
ECDH 192K 1
Winternitz (SHA256) ~190K ~1

SQISign(NIST Group | Set) 43M ~224
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Algorithm Public key Ciphertext Key gen. Encaps. Decaps.

(bytes) (bytes) (ms) (ms) (ms)
ECDH NIST P-256 64 64 0.072 0.072 0.072
SIKE p434 330 346 13.763 22.120 23.734
Kyber512-90s 800 736 0.007 0.009 0.006
FrodoKEM-640-AES 9,616 9,720 1.929 1.048 1.064

Table 1: Key exchange algorithm communication size and runtime

Algorithm Public key Signature Sign Verify

(bytes) (bytes) (ms) (ms)
ECDSA NIST P-256 64 64 0.031 0.096
Dilithium2 1,184 2,044 0.050 0.036
qTESLA-P-I 14,880 2,592 1.055 0.312
Picnic-L1-FS 33 34,036 3.429 2.584

Table 2: Signature scheme communication size and runtime

https://eprint.iacr.orq/2019/1447 .pdf



https://www.google.com/url?q=https://eprint.iacr.org/2019/1447.pdf&sa=D&source=editors&ust=1768705246083868&usg=AOvVaw03QP9BCyELBkDdxGeY14yP
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