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당신은 무엇을 아는가

내용 이해에서 막히면 아래 중에 모르는게 있는지 체크해보십쇼

- 기초 시간복잡도 계산
-



왜 PQC인가

= 왜 PQC가 아닌건 안되는가
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보안 수준 - Post-Quantum



보안 수준 - Post-Quantum

= 숫자 하나로 표현 못한다
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보안 수준 - Post-Quantum

1. AES-128 깨는거랑 비슷한 자원이 필요함

2. SHA-256 충돌 찾기랑 비슷한 자원이 필요함
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PQC 벤치마크

https://github.com/tarcieri/rust-secp256k1-ecdsa-bench

https://www.google.com/url?q=https://github.com/tarcieri/rust-secp256k1-ecdsa-bench&sa=D&source=editors&ust=1768705245434322&usg=AOvVaw3RQUNu6eMgxgwaIvKRDml5
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PQC 벤치마크 - Winternitz Signature

- SHA256: ~2 cycle/byte

- 128byte Winternitz Signature with SHA256
KeyGen: ~2×256×256 = 131072 cycle
Signing: ~2×256×128 = 65536 cycle on avg
Verification: ~2×256×128 = 65536 cycle on avg

https://bench.cr.yp.to/graph/aarch64-pi5-hash-nistlwc.pdf

https://www.google.com/url?q=https://bench.cr.yp.to/graph/aarch64-pi5-hash-nistlwc.pdf&sa=D&source=editors&ust=1768705245828041&usg=AOvVaw2GtUv8UBGNO2y5ePIyR5Ud


PQC 벤치마크 - SQISign

https://sqisign.org/

https://www.google.com/url?q=https://sqisign.org/&sa=D&source=editors&ust=1768705245832655&usg=AOvVaw2fbB6h4heqT5dQP9AsR6DM


PQC 벤치마크 - SQISign

https://sqisign.org/

Short-Quarternion-Isogeny Signature

https://www.google.com/url?q=https://sqisign.org/&sa=D&source=editors&ust=1768705245927275&usg=AOvVaw0Hw43bF2BZIm1nvFjhV8aO


PQC 벤치마크

Avg Cycle Ratio

ECDH 192K 1

Winternitz (SHA256) ~190K ~1

SQISign(NIST Group I Set) 43M ~224



PQC 벤치마크

https://eprint.iacr.org/2019/1447.pdf

https://www.google.com/url?q=https://eprint.iacr.org/2019/1447.pdf&sa=D&source=editors&ust=1768705246083868&usg=AOvVaw03QP9BCyELBkDdxGeY14yP
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https://eprint.iacr.org/2019/1447.pdf

https://www.google.com/url?q=https://eprint.iacr.org/2019/1447.pdf&sa=D&source=editors&ust=1768705246158920&usg=AOvVaw3alXGInHs5AIDOJVgtRhiM


이것만은 기억하자

- 양자컴퓨터가 유의미한 수준으로 상용화되면 기존 암호는 
멸망한다
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- 양자컴퓨터가 유의미한 수준으로 상용화되면 기존 암호는 
멸망한다

- 양자 암호 최적화 잘 된 건 그다지 느리지 않다

- Harvest Now Decrypt Later를 방지하자


